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[6] Government Mobile and Wireless Security Baseline, Federal CIO Council,
https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/1151/downloads/2013/05/Federal-Mobile-Security-
Baseline.pdf, 2013

30
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[11] ISO/TIEC 27001:2013 (Information security management)
[12] ISO/IEC 20000:2011 (Information technology - Service management)
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securely on the device
correctly

562 % BAET < Bk
PR

4.1.4.2.: 5 F 124541

V5.4: Verify that the

4. Mobile App

2. User authentication,

554 FFE B
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FEE RE R

OWASP ¥t &7 P

% B NIST [x 1]

" ENISA [312]

= £ YD/T 2407-2013
[13]

app either uses its own
certificate store, or pins
the endpoint certificate
or public key, and
subsequently does not
establish connections
with endpoints that
offer a different
certificate or key, even
if signed by a trusted
CA

Evaluation — Network
Events

authorization and
session management

> & R

4151.17 § & L 425
BEAFwLFT AL 2R

V1.7: Verify that a
threat model for the

4. Mobile App
Evaluation:

6. Secure data
integration with third

554 FFE B
B R

T mobile app and the Malicious Functionality | party code
associated remote Malware Detection 10. Handle runtime code
services, which Communication with interpretation
identifies potential Known Disreputable
threats and Sites
countermeasures, has Libraries Loaded
been produced
4.1.52.i7 % & * #2;% | V7.2: Verify that the 4. Mobile App N/A 554 FEE R iz X

app has been built in
release mode, with

Evaluation — Classes
Loaded
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OWASP ¥t &7 P

% B NIST [x 1]

" ENISA [312]

= £ YD/T 2407-2013
[13]

settings appropriate for
a release build (e.g.
non-debuggable)

V1.2: Verify all third
party components used
by the mobile app, such
as libraries and
frameworks, are
identified, and checked
for known
vulnerabilities

4. Mobile App
Evaluation:
Native Methods
Libraries Loaded

6. Secure data
integration with third
party code

554 FFE bR
> E R

4.1.54.1 * iﬂ" ﬁa?l »

@

V6.2: Verify that all
inputs from external
sources and the user are
validated and if
necessary sanitized.
This includes data
received via the U,
IPC mechanisms such
as intents, custom
URLs, and network
sources

4. Mobile App
Evaluation — Input
Validation

10. Handle runtime code
interpretation

554 GEE LY B
>R R
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HE £ F 8 OWASP /7% P % R NIST [:L 1] %7 ENISA [3% 2] % 1 YD/T 2407-2013
[1:3]
N/A N/A N/A N/A

4.2.2.1. Webview &% >
e B

[3£ 1] Vetting the Security of Mobile ApplicationsApp, NIST Special Publication 800-163,

http://dx.doi.org/10.6028/NIST.SP.800-163, 2015

[3£ 2] Smartphone Secure Development Guidelines, https://www.enisa.europa.eu/publications/smartphone-secure-development-

guidelines-2016, ENISA, 2017
[;23] & FEsx=x > 4 FE £ YD/T 2407-2013, 2013
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